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CONFIGURE DNS SERVER   PROPERTIES2 

DNS is fairly simple and straightforward. As long as you follow the basic rules of configuration, 

DNS will give you few problems. However, there are certain complex configurations that are 

important to know about and remember. This article exposes the details of DNS server 

properties, which will allow administrators to get a better handle on options that can make a 

difference in DNS operation, logging and troubleshooting.  

One of the first things I had to figure out when I learned DNS in Active Directory was how to 

remember if a property was that of the DNS server or a zone. Both are exposed in the DNS 

Management snap-in tool.  

DNS server properties are exposed by right-clicking on the DNS server icon as shown in Figure 

1. Zone properties, on the other hand, are found if you right-click on a particular zone name 

under Forward or Reverse Lookup Zones.  

Here are a couple of ways to keep them straight:  

  Server properties are general properties that apply to the whole DNS environment, such as 

Forwarding, Name Servers, root hints and logging. 

  Zone properties are specific properties that vary with the zone, such as dynamic updates, zone 

type (AD, Standard Primary or Secondary) and replication type. 

Figure 1: DNS server properties and the DNS server icon 
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The DNS Server Properties page  

Let's take a closer look at the server properties. Figure 2 shows the DNS Server Properties page, 

with eight tabs, followed by a description of features included for each of those eight areas.  

Figure 2: DNS Server Properties page 

 

Interfaces 
There are several reasons to configure multiple interfaces for DNS. If you have a multi-homed 

DNS server and want to configure DNS to use only one of the NICs, then configure it here in the 

"Listen on" section by selecting the "only the following IP addresses" option, then listing the 

address(es) . This could be an issue for two reasons: One, you add a new NIC and intend to keep 

both NICs, but you only want the new one to be used for DNS traffic or, two, if the old NIC was 

mistakenly left in.  

Another use for this configuration is for preventing hosts outside the subnet or routed subnets 

from accessing the DNS server.  

Forwarders 
For most administrators, this tab should be the most familiar. Forwarders are required to forward 

DNS referrals to resolve names for which the current DNS server knows nothing about. If a 

client in the corp.net zone needs to resolve a name in the emea.corp.net zone, the DNS server in 

corp.net must forward to another DNS server that can ultimately resolve the name. Failure to 

find such a DNS server will result in failure of the query for the client.  

 Microsoft added a new feature called Conditional Forwarding. This title does not appear in any 

of the property tabs, but it is configured on the Conditional Forwarding tab. Figure 3 shows the 

Conditional Forwarding.  This feature allows you to specify a DNS server that can handle a 

domain. For instance, in Figure 3, the DNS server is in the WTEC.Adapps.hp.com domain. We 
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have specified the domain (another forest) and entered IP addresses of two DNS servers that are 

authoritative for the HPQBOX domain. Thus, instead of following normal forwarding (going up 

and down the DNS tree), this configuration takes a shortcut right to the HPQBOX domain's DNS 

servers. You can enter multiple domains and multiple DNS servers per domain. 

Figure 3: Conditional Forwarding feature in action 

 

Advanced 
The Advanced tab, shown in Figure 4, contains settings that, in reality, you will probably never 

use. The help file found in the DNS Management snap-in has a detailed description of these 

options under the heading "Tuning Advanced Server Parameters." Some of these options are 

described below. 
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Figure 4: Advanced tab settings 

 
  Disable Recursion -- Recursion occurs when a DNS server cannot resolve a DNS query by a 

client and uses other DNS servers to help resolve it. This can involve the root servers at the root 

of the Internet naming tree, thus giving each DNS server the ability to find any name on the 

Internet. Recursion is when a DNS server resolves a name on behalf of a client, then returns the 

result to the client. Iteration is when the client does all the work itself.  

This option is not checked (thus enabling recursion) by default. If you check this option, it will 

disable forwarders, so be careful. While this would seem to be a bad idea normally, you might 

want to disable recursion if you want to restrict clients to resolving names on a particular DNS 

server, or where you want to restrict access to the Internet for security reasons. Note: This 

operation can be accomplished by checking the "Do not use Recursion for this domain" 

checkbox on the Forwarders tab.  

  Fail on load if bad zone data -- This really only applies to a "standard" type zone (not AD 

integrated). I've used it a couple of times when a DNS zone appeared to be corrupt. It will 

prevent loading of the zone and log errors.  

  Secure cache against pollution -- Windows 2000 had a number of cache issues. This option 

allowed us to prevent possible inaccurate entries such as getting a referral from a server outside 

of the domain we queried. If it was allowed to cache, then it could cause name resolution 

problems. To be honest, I've only seen a handful of DNS cache problems and I haven't used this 

option to correct them. Instead, I cleared the server cache until I resolved the real DNS problem. 
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The Server Cache clearing option is exposed by right clicking on the DNS server icon in the 

DNS Management snap-in and selecting Clear Cache.  

  Reset to Default -- Selecting this button clears all the bad decisions you made in this tab and 

restores the default settings.  

  Enable Automatic Scavenging of Stale Records -- With this setting, you can define scavenging 

parameters. It deletes DNS records that have not been updated in a defined period of time. Be 

careful with this one. While it is a good thing to scavenge stale records, if you are using third-

party DNS tools that don't properly update your Windows DNS servers, you could scavenge 

valid, active records. 

Root Hints 
Root Hints is a list of all DNS servers at the root of the Internet and is used in recursive name 

resolution. On this tab, there is an ADD button that allows you to build custom root hints. The 

only experience I've had with custom root hints has been bad. Folks will configure a particular 

DNS server to serve as a root hint, but then it gets misconfigured or the IP address changes, and 

you forget that it's there, which can cause troubleshooting problems and DNS errors. My 

recommendation: Do not build custom root hints.  

Debug Logging 
Figure 5 shows all the options on this tab if you check the "log packets for debugging" option. It 

is a decent option to use if you don't want the hassle of setting up a network trace and are limited 

to DNS packets. Note: At the bottom of this page, you can configure the size and location of the 

DNS log. If this size is exceeded, it will overwrite itself. The log is located at 

%windir%\system32\dns\dns.log. 
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Figure 5: Debug Logging options 

 

>Event Logging 

This one is pretty simple. The default is to log all events, but it can be restricted to No Events, 

Errors Only or Errors and Warnings. I've never set this at anything other than the default because 

there are typically very few DNS events in the DNS event log. Name resolution (DNS Lookup) 

failures are usually reported as part of other events, such as the Event 1311 recorded in the 

directory services log for replication failure.  

Monitoring 
This is quite a handy tool when you are troubleshooting DNS problems. Figure 6 shows an 

example.  
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Figure 6: Monitoring 

 
Under "Select a test type" there are two check boxes: one for testing a simple query and one for 

testing a recursive query. Check one or both boxes, then select the Test Now button. If the test is 

successful, you will see "PASS" in the appropriate column under test results. Note: If the test is 

going to pass, it will return the results within a second or two. If you have to wait for it, it's 

probably going to fail.  

The Simple Query tests name resolution for the zone loaded on this DNS server. The Recursive 

Query tests forwarding. Thus, if the simple query passes and the recursive query fails, then the 

problem is with forwarding.  

If you get a failure, a yellow flag will appear on the server icon in the left-hand pane of the DNS 

management snap-in until you run a successful test. Just be aware that the monitor test produces 

that flag. 

Yes, DNS is simple, but there are a number of options you can use, especially to aid in 

troubleshooting and taking forwarding shortcuts like conditional forwarding. Coming up, I will 

discuss zone properties, which are more likely to be changed.  
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